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Beyond The Firewall: Effective Mitigation

Of Organizational Conflicts Of Interest In

Federal Contracting

By Michael W. Mutek*

The Federal Acquisition Regulation (FAR) defines an organizational

conflict of interest (OCI) as a situation where, due to other activities or

relationships with other persons, a person (which includes an organiza-

tion) is unable or potentially unable to render impartial advice or assis-

tance to the government, perform contract work without impaired

objectivity, or submit proposals for potential work without having an

unfair competitive advantage.1

OCI rules protect the integrity of the federal acquisition system,2 but

compliance is not necessarily satisfied simply by identifying a potential

conflict scenario and relying upon a standard firewall. For contractors,

the challenge is to identify OCI risk early, disclose it accurately, and

develop mitigation measures that address the specific OCI concern.

For one thing, it may not be readily apparent that a contractor’s busi-

ness practices, external relationships, or other activities make the

contractor unable to render impartial assistance or advice to the govern-

ment in a particular situation.

Identifying an OCI that may exist could involve reviewing issues be-

yond the operation seeking a contract. That is because the potential

unfair competitive advantage or the possible impairment could result

from other operations or affiliates that could be geographically separated

from the operation seeking the contract. The broader enterprise must be

pulsed because OCI situations can arise not only from the work a busi-

ness performs directly, but also from the work of affiliates, parents, sub-

sidiaries, teammates, and subcontractors. Reviewing the entire enterprise

including teammates and subcontractors is especially important when a
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contractor supports source selections, develops re-

quirements, performs systems engineering work,

evaluates products or services, or has access to nonpub-

lic information that may be competitively useful. In

those settings, mitigation must address how people, in-

formation, decision making authority, incentives, and

corporate relationships operate in practice.

The consequences of getting an OCI analysis wrong

are substantial and can include exclusion from compe-

tition, adverse responsibility or eligibility determina-

tions, corrective action requirements, bid protests, and

disputes over mitigation sufficiency. There also are

business and reputational consequences, especially

when a contractor’s role across multiple programs or

corporate entities draws scrutiny from lawmakers, the

press, competitors, and customers. A mitigation plan

that appears adequate on paper may still fail if it is ge-

neric, unsupported by facts, or not implemented as an

operational control system.

As a practical matter, OCI compliance must be ad-

dressed early. OCI review should be built into bid/no-

bid decisions and should continue through capture

planning, teaming due diligence, proposal develop-

ment, negotiation, award, and contract performance.

Contractors also should assume that competitors will

actively police OCI issues and may challenge whether

a proposed firewall, recusal, separation arrangement,

or other mitigation measure is sufficient.

OCI issues receive attention and there is consider-

able literature on the topic.3 Congress, for example,

has examined OCI risk in the context of major defense

acquisition programs and contractor advisory roles,4

while media coverage has highlighted concerns about

contractor influence over requirements, evaluations,

and lifecycle support.5 That outside scrutiny reinforces

the central premise of this BRIEFING PAPER: effective

OCI mitigation requires more than planning to erect a

firewall. OCI mitigation requires a documented, tai-

lored, and verifiable compliance approach that fits the

actual conflict.

This BRIEFING PAPER provides a comprehensive

overview of OCI mitigation in federal procurements,

detailing the regulatory frameworks under the Federal

Acquisition Regulation (FAR) and the Defense Federal

Acquisition Regulation Supplement (DFARS), key

protest decisions shaping OCI practice, and best prac-

tices for early identification, tailored mitigation plan

design, and effective operational compliance to ensure

procurement integrity and avoid competitive unfair-

ness in complex contractor environments involving af-

filiates, subcontractors, and multi-entity relationships.

The PAPER begins with the FAR and DFARS frame-

works, then turns to protest decisions that have filled

regulatory gaps and informed compliance strategies. It

concludes by addressing mitigation plan design, in-

cluding how to identify OCIs, select tools appropriate

to the type of conflict, structure mitigation plans, and

conduct reviews to determine whether those plans are

working. Throughout, the goal is to frame OCI compli-

ance as an operational governance function rather than

a proposal formality, so that practitioners counseling

contractors and business teams pursuing federal work

can translate legal requirements into credible mitiga-

tion practices.
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I. The OCI Rules

OCIs are not new. The issue gained recognition dur-

ing the Cold War as the military increasingly relied on

private think tanks and aerospace companies to help

define technical specifications for military systems.

Policymakers recognized that those same companies

could gain an unfair advantage if they later competed

to build the very systems that they helped shape.6 That

concern led to the original OCI framework in the

1960s.7 From the early 1960s until the FAR became

effective in 1984,8 relatively few OCI-related protests

succeeded because protest forums rarely overturned

contracting officer (CO) determinations.9 After the

FAR was issued, OCI coverage expanded to civilian

agencies10 and protest forums played a larger role in

shaping OCI policy.11

A. FAR Framework

Current OCI rules are found in FAR Subpart 9.5,

Organizational and Consultant Conflicts of Interest,

including FAR 9.500 through 9.508. Although the FAR

does not create an exhaustive set of rules, it establishes

the core architecture that governs OCI analysis today.

The key provisions:

E FAR 9.501 defines core terms, including “organi-

zational conflict of interest.”

E FAR 9.502 addresses applicability.

E FAR 9.503 provides for agency waiver.

E FAR 9.504 assigns to COs responsibility to

identify and evaluate potential OCIs and, where

appropriate, avoid, neutralize, or mitigate them.

E FAR 9.505 states the general rules and provides

examples.

FAR Subpart 9.5 reflects an effort to protect fairness

in federal competitions.12 Over time, three OCI cate-

gories have been recognized from the FAR text and

from protest decisions applying the FAR in disputes

over OCIs:

1. Unequal access to information—where a con-

tractor obtains or has access to competitively use-

ful nonpublic information.

2. Biased ground rules—where a contractor had the

ability to shape the competition to its advantage.

3. Impaired objectivity—where a contractor’s judg-

ment may be biased because it is evaluating its

own work, an affiliate’s work, or a competitor’s

work.

The FAR’s approach is principles-based and flexible.

The principles-based approach to OCI is evident

because the FAR’s OCI coverage focuses on broad

objectives rather than a strict checklist. This gives COs

the authority to analyze each situation based on com-

mon sense and specific facts. The FAR distills its OCI

policy down to two overriding principles:

E Preventing unfair competitive advantage: Ensur-

ing no bidder wins due to biased rules or the pos-

session of data unavailable to others.

E Ensuring objectivity: Guaranteeing the govern-

ment receives impartial, unbiased advice from

contractors.13

Because every procurement is unique, the FAR

grants COs flexibility to identify and resolve conflicts

early in the acquisition cycle. That flexibility is useful

because OCI problems arise in highly fact-specific

ways. But it also means that OCI outcomes often turn

on the quality of the CO’s investigation, the adequacy

of the record including the contractor’s mitigation ef-

forts, and the agency’s willingness to engage in con-

crete mitigation analysis rather than rely on conclusory

statements.14

The general rules in FAR 9.505 “prescribe limita-

tions on contracting as the means of avoiding, neutral-

izing, or mitigating organizational conflicts of interest

that might otherwise exist in the stated situations.”15

E FAR 9.505-1 addresses systems engineering and

technical direction work. It notes that where a

contractor helps direct the development of a

system, it “shall not—(1) [b]e awarded a contract

to supply the system or any of its major compo-

nents; or (2) [b]e a subcontractor or consultant to
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a supplier of the systems or any of its major

components.”16

E FAR 9.505-2 addresses contractors that prepare

specifications or work statements, reflecting the

biased ground rules concern. It states that “if a

contractor prepares and furnishes complete spec-

ifications covering nondevelopmental items, to

be used in a competitive acquisition, that contrac-

tor shall not be allowed to furnish those items,

either as a prime contractor or subcontractor, for

a reasonable period of time.”17

E FAR 9.505-3 addresses evaluation services. It

states that such contracts “shall not be awarded

to a contractor that will evaluate its own offers

for products or services, or those of a competitor,

without proper safeguards to ensure

objectivity.”18

E FAR 9.505-4 addresses access to proprietary in-

formation, which commonly requires non-

disclosure commitments and information con-

trols to prevent unfair competitive advantage. It

also notes that marketing consultants may be the

source of proprietary and sole-source informa-

tion, which “may give the contractor an unfair

advantage.”19

These examples show that the FAR treats mitigation

as more than an abstract assurance of fairness. Depend-

ing on the facts, mitigation may require limits on future

work, restrictions on access to information, exclusion

of some personnel from proposal or performance activ-

ity, recusal from evaluation tasks, independent review,

or other restraints tailored to the conflict.

The appropriate remedy must match the specific

OCI concern: an information access problem may be

addressed through a firewall and non-disclosure con-

trols, while a biased ground rules or impaired objectiv-

ity concern may require task restructuring, exclusion

from certain work, or a limitation on future contract-

ing opportunities. There can be situations where miti-

gation is not possible.

Agency guidance seeks to assist COs in addressing

OCIs. For example, the National Aeronautics and

Space Administration’s Guide on Organizational

Conflicts of Interest “provides guidance on implement-

ing the requirements in subpart 9.5 of the Federal

Acquisition Regulation (FAR) on Organizational and

Consultant Conflicts of Interest and provides tools to

COs, attorneys, and requiring technical organizations

on identifying conflicts and designing resolution strate-

gies that best suit each circumstance.”20 It also assists

contractors in addressing OCI situations.

FAR 9.506 “Procedures” and FAR 9.507 “Solicita-

tion provisions and contract clause” make clear that

mitigation plan obligations become part of the procure-

ment record and, when appropriate, part of the solici-

tation and contract. If a significant potential OCI ex-

ists, the CO must develop a written analysis and

recommended course of action, including any proposed

solicitation provision or contract clause.21 The solicita-

tion provision should identify the potential conflict,

state the proposed restraint on future activities, and

explain whether the restriction or clause is negotiable.22

If the contractor proposes a mitigation plan, that plan

should be specific enough for the CO to evaluate, and

if accepted, the plan may become an enforceable

contract obligation.23

For contractors, the practical consequence of the

requirements is that a FAR-based mitigation plan

should be drafted as if it will serve three functions:

first, to assist COs in fulfilling their pre-award respon-

sibility to identify, evaluate, and resolve the OCI;

second, to create a protest-resistant record showing

why the conflict was avoided, neutralized, or mitigated;

and third, to establish operational obligations that the

contractor can implement and monitor during

performance.

The FAR also recognizes that, in some circum-

stances, the government’s interests may justify accept-

ing a situation that presents an OCI. FAR 9.503 allows

waiver of a FAR Subpart 9.5 rule or procedure where

the agency head or designee determines that applica-

tion of the rule would not be in the government’s

interest.24 By contrast, the DFARS limits waiver

authority and prohibits waiver of certain OCI restric-

tions on Major Defense Acquisition Programs

(MDAPs).25

BRIEFING PAPERSAUGUST 2026 | 26-9

4 K 2026 Thomson Reuters



B. DFARS And DoD-Specific Evolution

For defense contractors and practitioners advising

them, OCI analysis cannot stop with the FAR. DFARS

Subpart 209.5 reflects the sensitivity of the Depart-

ment of Defense (DoD) to specific OCI problems,

particularly related to major acquisition programs, lead

system integrators, systems engineering, technical ad-

visory work, and contractor access to proprietary

technical data.

Relevant provisions include DFARS 209.570, DF-

ARS 209.571, DFARS 209.505-4, DFARS 209.503-

70, and related solicitation provisions and contract

clauses such as DFARS 252.209-7008 and DFARS

252.209-7009.26

The DFARS framework is significant in several

respects. First, it reflects concern with lifecycle con-

flicts where a contractor may advise the government

on technical matters and may later seek to compete for

follow-on development or production work. Second, it

focuses on structural conflicts involving entities that

occupy influential positions in system design, integra-

tion, requirements development, or evaluation support.

Third, compared with the FAR’s general framework,

DFARS is more explicit in addressing certain contrac-

tor roles, illustrating DoD’s desire to impose restric-

tions where it sees competitive integrity at stake.27

C. FAR And DFARS: Comparison And Key

Lessons

Several examples illustrate the key points. A contrac-

tor performing lead system integrator functions on a

major DoD system may be restricted from having a

direct financial interest in the development or construc-

tion of the systems being integrated.28 That restriction

responds to the concern that an integrator with financial

interests in component development could shape

integration decisions in a way that benefits its own

products or affiliates.

A second example involves systems engineering and

technical assistance (SETA) work for a major defense

acquisition program or pre-major defense acquisition

program. DFARS 252.209-7008 gives offerors notice

that, if awarded the SETA contract, the contractor or

its affiliates may be prohibited from participating as a

prime contractor or major subcontractor in develop-

ment or production of the weapon system unless an ac-

ceptable OCI mitigation plan is submitted and

approved.29 DFARS 252.209-7009 carries that restric-

tion into the contract and makes compliance with an

incorporated mitigation plan a material contract

requirement.30

A third example involves contractor access to third-

party proprietary technical data or restricted computer

software. DFARS 209.505-4 points to technical data

and computer software clauses that address non-

disclosure obligations when support contractors obtain

access to information belonging to other contractors

including non-disclosure agreements with the third

party asserting restrictions.31 In practical terms, this is

a DFARS-specific reminder that unequal access to in-

formation concerns often arise from the government’s

need to use support contractors while protecting pro-

prietary information submitted by other industry

participants.

A fourth example is waiver authority. Although FAR

9.503 provides general waiver authority, DFARS

209.503-70 narrows the waiver path for certain con-

sulting services by requiring approval at a senior DoD

level. This structure reflects a policy judgment that

some advisory or consulting relationships present suf-

ficiently sensitive conflict risks that ordinary waiver

discretion should be elevated. It serves as a DFARS

mandate that overrides the standard waiver allowances

found in FAR 9.503.32 Under DFARS 209.503-70, the

authority to approve OCI waivers for consulting ser-

vices (as defined under DFARS 209.572(b)) is strictly

limited. It cannot be delegated below a Senate-

confirmed official appointed by the President.

Taken together, these examples show why DFARS

analysis often has a different practical feel from FAR

Subpart 9.5 analysis. The FAR asks whether the CO

has identified, evaluated, and avoided, neutralized, or

mitigated an OCI. The DFARS, in some DoD settings,

may prescribe more concrete consequences: notice

provisions, mandatory clauses, restrictions on future

participation, senior-level waiver requirements, and

incorporation of an OCI mitigation plan as a material

contractual obligation.
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DFARS OCI provisions provide three practical

lessons:

E First, DoD may convert what looks like a mitiga-

tion issue into an eligibility or future participa-

tion restriction, especially for lead system inte-

grators and SETA contractors supporting major

defense acquisition programs.33

E Second, an approved OCI mitigation plan may

become part of the contract, making compliance

a material contractual obligation rather than

merely a proposal representation.34

E Third, DFARS analysis often requires attention

to statutory limits, senior-level approvals, and

program-level consequences that are not always

present in ordinary FAR Subpart 9.5 analysis. In

practical terms, a defense contractor should treat

DFARS OCI review as both a protest risk exer-

cise and a contract performance obligation.35

The FAR and DFARS pursue the same basic objec-

tive, which is to protect the integrity of the procure-

ment process, and they do so in a complementary

fashion:

E FAR provides the foundational doctrine and

broad principles.

E FAR focuses on the three traditional categories

(biased ground rules, impaired objectivity, un-

equal access to information).

E FAR instructs COs to insert OCI restrictions in

proposals and contracts but does not provide

uniform, pre-written contract clauses.

E DFARS applies those principles in a more

defense-specific way, particularly where advi-

sory roles, systems integration, and major acqui-

sition programs create heightened concern.

E DFARS explicitly states that for MDAPs, the

DFARS rules take legal precedence over any in-

consistent provisions in the FAR.36

E DFARS mandates two non-negotiable clauses for

certain systems engineering contracts.37

E In practice, the FAR often frames the analysis,

while the DFARS can shape the outcome through

more tailored restrictions or representations.

D. The Impact Of The Revolutionary FAR

Overhaul On OCI Rules

Government contracting currently is undergoing the

Revolutionary FAR Overhaul, or “RFO,” initiated by

Executive Order 14275, Restoring Common Sense to

Federal Procurement, issued on April 15, 2025.38

Under that Executive Order, the Federal Government

is undertaking an extensive overhaul of the FAR. Led

by the Office of Federal Procurement Policy (OFPP)

and the Federal Acquisition Regulatory Council (FAR

Council), this initiative seeks to return the FAR to its

statutory roots, rewrite it in plain language, and remove

most non-statutory rules. In addition, non-regulatory

buying guides will provide practical strategies while

remaining outside the FAR.39

The RFO effort raises a legitimate question whether

OCI rules will change. The RFO seeks to reduce

regulatory text, increase CO discretion, and move

detailed guidance outside the FAR. At the same time,

OCI rules over time have addressed specific congres-

sional mandates that seek to impose disclosure and

conflict mitigation requirements.40 As a result, it is

unlikely that the RFO will eliminate OCI requirements.

The RFO materials released by the FAR Council and

posted through Acquisition.gov at the time this article

was drafted do not indicate that the OCI framework

will be rewritten. They do, however, suggest important

changes: FAR OCI coverage may move within the

FAR, and OCI consideration and review may become

more directly integrated into procurement planning.41

More specifically, the proposed rules reveal reloca-

tion of OCI coverage from FAR 9.5 to FAR Part 3.

FAR Subpart 9.5 focuses broadly on contractor qualifi-

cations and administrative responsibility

determinations. The RFO will move the entire OCI

framework into FAR Part 3 (Improper Business Prac-

tices and Personal Conflicts of Interest). This reloca-

tion aligns OCIs directly with procurement ethics,

business integrity, and personal conflicts of interest.42

Although the FAR is being aggressively streamlined
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and simplified under the RFO, defense-specific statutes

cannot be erased by Executive Order. As a result, the

DFARS prohibition that bars a SETA contractor on a

major defense program from participating in the

development or production of that weapon system

remains in place. The DFARS notes that this require-

ment cannot be waived because it is anchored directly

in federal statute.43

E. The Importance Of Early OCI Analysis

OCI analysis begins when a contractor first becomes

aware of the opportunity. Requests for proposals

(RFPs) and other solicitation vehicles often require

potential contractors to disclose known conflicts,

explain corporate relationships, identify access to

nonpublic information, and submit mitigation plans

before award.44 Government agency guidance points

out the issue of OCI “should be addressed during the

source selection process.”45

Key points to consider include:

E First, capture teams, lawyers, and compliance

personnel need to assess OCI risk early in the

pursuit process before teaming is finalized and

well before proposal submission.

E Second, the quality and specificity of a contrac-

tor’s pre-award OCI submission can materially

shape the CO’s understanding of the risk includ-

ing whether it can be mitigated.

E Third, because the record created at the solicita-

tion and evaluation stages often becomes impor-

tant in a protest, companies need to create and

implement effective mitigation plans that are

well developed and clear enough to withstand

later scrutiny.

E Fourth, OCI disputes often arise from role combi-

nations that a company may view as operation-

ally sensible, but that an agency, competitor,

GAO, or court may view as threatening procure-

ment integrity.

II. OCI Compliance In Practice

OCI compliance has developed in part through

protest decisions. The decisions have shaped practical

OCI compliance and have provided guidance by filling

gaps in the regulatory framework. The decisions also

show how agencies and protest forums evaluate risk,

assess mitigation, and determine whether the contrac-

tor and agency complied with OCI requirements.

The focus of this BRIEFING PAPER is on effective miti-

gation and not on a review of case law; however, the

following are some key cases that have shaped OCI

compliance and informed mitigation practices.

A. Unequal Access To Information

In Aetna Government Health Plans, Inc.,46 GAO ad-

dressed a significant OCI where an affiliate of one of-

feror’s major subcontractor evaluated proposals for

the procuring agency. The procurement involved man-

aged health care and associated administrative ser-

vices, and the conflict arose because the agency relied

on a consultant affiliated with a proposed major sub-

contractor for the awardee. GAO sustained the protest,

concluding that the agency acted unreasonably by fail-

ing to make an independent effort to gather relevant

facts, and by relying on materials prepared by the

private firms whose affiliation created the conflict.

The proposed mitigation, which involved the sever-

ing of communication between the affiliates and rely-

ing on the absence of direct financial interests by the

evaluating affiliate’s employees, was not enough. The

case illustrates a recurring protest risk: when the miti-

gation record is built largely by the conflicted parties

themselves, GAO may question whether the agency

independently assessed the conflict.

B. Biased Ground Rules

In Lucent Technologies World Services Inc.,47 GAO

examined a classic “biased ground rules” concern.

Lucent had performed design-build communications

work in Iraq and had helped validate concepts, assess

communications infrastructure, and prepare analysis

involving technologies later reflected in the procure-

ment for Terrestrial Trunked Radio devices for the

Advanced First Responder’s Network. The agency

excluded Lucent from competing, and GAO denied

the protest after concluding that the agency reasonably
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determined that Lucent’s prior preparation of technical

specifications created an OCI.

The example is useful because it shows that exclu-

sion may be sustained even without proof that the

contractor intentionally skewed the procurement. For

mitigation planning, the lesson is that contractors

performing requirements definition, systems architec-

ture, technical assessment, or statement of work func-

tions should evaluate whether later participation in

implementation or supply competitions will be barred

or require a carefully documented mitigation strategy.

C. Impaired Objectivity

In Alion Science & Technology Corp.,48 GAO ad-

dressed impaired objectivity in a procurement for

electromagnetic spectrum engineering services for the

Defense Information Systems Agency’s Joint Spec-

trum Center. The awardee was affiliated with a manu-

facturer and marketer of spectrum-dependent products,

and the work required subjective judgments that could

affect the use, sale, or evaluation of products made by

the awardee, its competitors, and its customers. GAO

sustained the protest because the record did not sup-

port the agency’s assessment of the “maximum poten-

tial” for OCIs.

The decision underscores that impaired objectivity

mitigation must address incentives and judgment, not

merely information transfer. A later Alion decision

denying a protest after corrective action also illustrates

the other side of the point: when an agency meaning-

fully identifies affected products, customers, competi-

tors, and tasks, and documents why firewalled subcon-

tractors can perform conflicted work without

undermining performance, GAO may defer to the

agency’s mitigation judgment.49

D. Adequacy Of Mitigation And Waiver

Documentation

The Dell Services Federal Government, Inc. line of

decisions illustrates how OCI issues can persist

through multiple protest rounds if the agency record

does not address the conflict in a disciplined way.50 In

the 2017 decision, GAO sustained a protest where the

record showed access to nonpublic, competitively use-

ful information and possible involvement in develop-

ing requirements, yet the agency had not meaningfully

evaluated whether unequal access to information or

biased ground rules OCIs existed or taken steps to

avoid, neutralize, or mitigate them.51

In 2018, GAO again sustained a protest where an

individual involved in the awardee’s proposal had ac-

cess to competitively useful, nonpublic information

about the protester under another contract.52 Later,

GAO denied a protest challenging the agency’s written

waiver because the waiver was in writing, set forth the

extent of the conflict, and was signed by an authorized

official.53 The practical lesson is that OCI mitigation

must be supported by a record that explains who had

what information, when they had it, how it could be

competitively useful, what restrictions were imposed,

and why the agency believed the conflict was resolved

or waived.

Certain themes are seen in OCI protest decisions:

E Documentation matters. OCI outcomes fre-

quently turn on the adequacy of the CO’s record.

Contractors play an important role in the creation

of this record.

E Appearance can be enough. Protest forums do

not always require proof of actual bias where the

structure of the work creates a meaningful poten-

tial conflict. The appearance of conflict matters.

E Mitigation must be real and appropriate to the

situation. Boilerplate firewalls and generic prom-

ises carry less weight than targeted measures

tailored to the actual conflict. Prior experience

with OCI mitigation can be a factor.

E Corporate relationships matter. Parent, subsid-

iary, and affiliate structures may complicate OCI

analysis, particularly where personnel, informa-

tion systems, or incentives overlap. This can

make mitigation and firewall creation

challenging.

Courts and protest forums examine OCI issues

through a traditional administrative law analysis,

focusing on whether the agency’s decision was rational
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and adequately supported. That framework gives agen-

cies room to exercise judgment, but only where the

record shows that they examined the issue and reached

a reasoned decision.54

For mitigation plan drafting, these cases point to a

practical rule. Contractors should assume the mitiga-

tion plan will be read by the CO, a disappointed of-

feror, and GAO or the Court of Federal Claims after

award. The plan should therefore do more than prom-

ise ethical behavior. It should identify the hard facts

supporting the OCI analysis, explain why the selected

controls address the actual conflict, preserve evidence

of implementation, and give the CO a record sufficient

to defend the agency’s decision if challenged. A plan

that does not help the agency write a reasoned OCI de-

termination may reduce neither protest risk nor perfor-

mance risk.

E. Key Case Lessons

The principal lesson is that OCI mitigation succeeds

or fails on the record. Other key lessons include:

E Aetna shows that agencies cannot rely uncriti-

cally on conflicted parties to build the mitigation

record.

E Lucent shows that biased ground rules concerns

may justify exclusion where a contractor helped

shape technical requirements used in the

competition.

E Alion shows that impaired objectivity concerns

require analysis of incentives, affected products,

customers, competitors, and tasks—not just in-

formation barriers.

E The Dell Services decisions show that OCI is-

sues can survive multiple protest rounds unless

the agency identifies who had what information,

whether it was competitively useful, what restric-

tions were imposed, and whether any waiver or

mitigation decision is documented by an autho-

rized official.

E Taken together, the cases reinforce that a mitiga-

tion plan should supply hard facts, tailored

controls, implementation evidence, and a record

the CO can defend.

F. Congressional Attention And Policy

OCI requirements have not developed in a vacuum.

OCI concerns have caught the attention of Congress,

which has focused on OCI risk through oversight hear-

ings, defense acquisition reform efforts, and statutory

direction, for example, a law tied to the management

of major defense programs.55 Concerns about contrac-

tors serving both advisory and execution roles, or

about the concentration of technical expertise in a

small number of integrated firms, have fed an ongoing

policy debate.56

Oversight pressure tends to push agencies toward

greater care.57 This can be seen in demands for explicit

documentation, skepticism of informal mitigation, and

willingness to ask difficult questions about corporate

structure, data access, and independence of judgment.

Media scrutiny reinforces this same dynamic by mak-

ing OCI disputes visible to the public.58

III. Mitigation Plans: Design,
Substance, And Execution

A. Design Starts With Accurate OCI

Identification

OCI mitigation plan design work begins with identi-

fication of an actual or perceived OCI scenario. Effec-

tive identification is necessarily enterprise-wide and

not limited to the specific business unit, location, or

division considering the pursuit of a contract.59

Identification also extends beyond the contractor’s

enterprise. Teaming partners and subcontractors need

to be pulsed as well. Today, it is common for teaming

agreements to expressly address OCI. An OCI provi-

sion in a teaming agreement can protect the parties by

facilitating early identification and treatment of OCI

issues. Teaming agreement OCI provisions generally

outline how the parties will handle actual or potential

conflicts.60 OCI provisions in teaming agreements

serve as an early warning radar system. Often, they

include a requirement to cooperate to seek a mitigation

plan but also allow disengagement if mitigation is
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deemed too difficult or would jeopardize the team’s

ability to succeed in capturing the contract award.61

An OCI review typically focuses on these questions:

1. What work is the company seeking now, and what

related work may it seek in future? This is the basic

lifecycle contract question. OCI risk often emerges

when advisory or evaluation work early in a program’s

lifecycle overlaps with an intention to compete for

implementation, production, sustainment, or follow-on

support.62

2. What information does the company, or any affil-

iate, or any team member or supplier, have that com-

petitors do not possess? Unequal access to informa-

tion OCI analysis requires careful attention not only to

what information a business unit has, but to what the

broader corporate family and team members may pos-

sess, how data is stored, and who can access it. Posses-

sion of information may be permissible and allowable,

such as the “incumbent advantage.”63 The natural ad-

vantages of incumbency do not create an impermis-

sible OCI. GAO has stated that “hard facts” that reveal

unfairness must be proven to sustain an OCI

allegation.64

3. Who is evaluating whom? Impaired objectivity

risk often turns on whether a contractor’s work requires

it to assess its own products, services, personnel, or

affiliates. This question becomes especially acute in

large enterprise structures.65 The question extends be-

yond the contractor’s organization and considers

whether the work would require assessment of a

competitor. The concern is the inability to render

impartial work due to a relationship that creates an eco-

nomic incentive to do something.66

4. How do others, including the government and

competitors, view the role? Contractors sometimes

focus on whether they believe they can behave objec-

tively and defend participation in a competition de-

spite possession of information not available to other

competitors or having conflicting roles. The better

question often is how the agency, a disappointed of-

feror, GAO, or a court would characterize the role

combination. OCI analysis must therefore account for

perception as well. Competitors actively police OCIs

during the competition to identify the advantages that

others may possess and seek to assess the legitimacy

of such advantages.

An effective corporate OCI identification process

requires close coordination among legal, ethics/

compliance, contracts, business development, and

operational leadership. OCI identification is the diag-

nosis; mitigation plan design is the treatment.

An OCI mitigation plan is more than a document

prepared for a procurement file. It is an operational

control framework specific enough to guide behavior,

credible enough to reassure the CO, and durable

enough to survive performance.67

B. Due Diligence Checklists

Due diligence checklists can assist in identifying

OCIs and preparing mitigation plans. Companies with

formal OCI policies and procedures often develop

checklists to help identify potential conflicts. Although

any checklist should be tailored to the procurement

and corporate structure, the corporate template can

provide a useful starting point.

Examples exist, including the Space Systems Com-

mand Organizational Conflicts of Interest Mitigation

Plan Checklist, Rev. Nov. 2013.68 That checklist

provides a structured framework for contractors to

identify, avoid, and mitigate institutional conflicts of

interest in connection with covered acquisitions.

The Space Systems Command checklist outlines

requirements for the prime contractor and any subcon-

tractor or teammate to identify, avoid, and mitigate

OCIs. It requires the contractor to identify actual or

potential OCI situations involving its own work and

the work of teammates or subcontractors, propose an

OCI mitigation plan for inclusion in the resulting

contract, complete the checklist as an appendix to the

plan, and identify where each checklist requirement is

addressed in the plan. If teammates or subcontractors

submit their own OCI plans, those plans also must

include completed checklists. The checklist therefore

operates as both a drafting guide and a compliance test.

Examples of checklist items include a senior corpo-
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rate official’s written commitment to continuously

identify, avoid, or mitigate OCI situations; annual cer-

tification of compliance with the OCI plan; an explana-

tion of the performing business unit’s position within

the broader corporate structure; organizational charts

for the parent organization and performing business

unit; and letters of commitment from teammates and

subcontractors or separate OCI plans from those

entities.

The checklist also addresses OCI mitigation plan

administration. It calls for identification of the individ-

ual responsible for oversight and administration of the

OCI plan, identification of the individual responsible

for maintaining plan documentation, specification of

where OCI plan records will be maintained, and a com-

mitment that those records will be accessible to the

CO or a government auditor. It requires identification

of corporate OCI-related policies and procedures and a

description of the processes used to execute the plan.

Personnel management examples are important. The

checklist expects the plan to address OCI training and

awareness, non-disclosure agreements, access restric-

tions, and procedures for ensuring that personnel

understand their responsibilities. It also reinforces the

importance of flow-down obligations by requiring the

prime contractor to commit to imposing OCI plan

requirements on teammates and subcontractors. These

items show why the checklist fits the “beyond the

firewall” theme: it treats mitigation as a managed

compliance system involving leadership commitment,

documentation, training, implementation, flow-down,

and review.

The checklist also helps reduce protest risk because

it prompts the contractor to create the kind of record

that a CO can rely on if the award is challenged. By

requiring cross-references to the mitigation plan,

senior-level commitments, organizational charts,

responsible officials, documentation locations, flow-

down obligations, training controls, and access restric-

tions, the checklist makes it harder for a protester to

characterize the plan as conclusory or undocumented.

It also helps the agency show that it examined the rele-

vant facts rather than merely accepting a contractor’s

assurance that a firewall or corporate separation exists.

C. Core Mitigation Tools

Common OCI mitigation tools or mechanisms

include:

E Information firewalls are the most common strat-

egy for mitigating unequal access to information

OCI scenarios. An information firewall segre-

gates data, systems, and personnel to appropri-

ately limit the exchange of information between

personnel and as needed, parts of the overall

entity, to address the OCI issue.

E Organizational separation (sometimes called a

structural firewall) is also a common mitigation

strategy. Separation is established between busi-

ness units or reporting chains.

E Recusal provisions exclude conflicted personnel

or entities from certain work.

E Independent review structures can be developed

and implemented for tasks involving evaluation

or assessment.

E Training and certifications are designed to imple-

ment the plan and ensure that employees under-

stand the importance of the OCI mitigation plan

and their responsibilities.

E Management oversight and audit mechanisms

are used to test compliance, highlight issues,

identify potential disclosure mandates, and sug-

gest improvements.

The most effective OCI mitigation plans are plans

specifically created to address the type of OCI pre-

sented and the corporate structure involved. The sev-

eral OCI mitigation mechanisms, such as firewalls,

reporting chain modifications, or physical and organi-

zational separation, are tools utilized to accomplish a

goal.

There has been a tendency to assume that a firewall

will solve any OCI issue. That assumption is mistaken.

A firewall is a mitigation tool,69 not a universal cure.

Firewalls often are accepted for unequal access to in-

formation situations, but they are frequently viewed as

inadequate without more for impaired objectivity con-
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cerns70 and may not mitigate biased ground rule

situations. In those more challenging situations, the

problem is not information transfer; it is the contrac-

tor’s economic incentive and ability to exercise inde-

pendent judgment.

In one of the most frequently cited modern decisions

addressing the limits of firewalls, GAO upheld the Air

Force’s determination that a proposed subcontractor

created impaired objectivity and unequal access to in-

formation concerns. GAO further concluded that

proposed firewall and recusal measures were insuf-

ficient, emphasizing that structural conflicts affecting a

contractor’s judgment often cannot be cured through

information segregation alone.71

Some other considerations on mitigation based upon

experience and review of case law include:

E Generally, unequal access to information OCI is

the simplest OCI category to mitigate because

they often can be addressed with adequate infor-

mation controls and firewalls.

E Impaired objectivity concerns may require role

redesign, independent review, or exclusion from

certain tasks.

E Biased ground rules issues are often the most dif-

ficult to mitigate. If mitigation is possible, it may

require creative use of third parties or govern-

ment involvement in certain tasks. In some cases,

the most appropriate mitigation is to forgo the

opportunity.

E The mere existence of an OCI mitigation plan

may not be enough to pass muster.72 The govern-

ment has discretion in making that determina-

tion, but the record should show a reasoned

analysis.73

E Examination of OCI mitigation during a bid

protest indicates agencies must actively analyze

the specific scenario to determine if a firewall or

mitigation strategy will prevent competitive

harm.74

D. The Risk Of Boilerplate

The risk of using boilerplate is that specific facts of

the present OCI situation may not be addressed. The

strongest OCI mitigation plans are not boilerplate mit-

igation plans or recycled versions of plans used in dif-

ferent procurements. They are tailored and identify the

relevant entities, define the restricted information or

restricted tasks, state the precise concern, specify who

may and may not access information or personnel,

explain reporting lines, address subcontractor and af-

filiate interactions, and provide practical escalation

procedures when questions arise. They also address

retention, monitoring, retraining, and remediation.

A mitigation plan should be drafted with the under-

standing that a protest forum may later examine

whether the agency acted reasonably in relying on the

plan. For that reason, the plan should identify the

conflict, state the relevant facts, explain why the miti-

gation tools fit the risk, document implementation

steps, and make clear how compliance will be verified.

This protest risk perspective affects both substance

and tone. A plan that relies on conclusory statements

such as “no competitive advantage exists,” “personnel

will not communicate,” or “the affiliate is separate”

invites scrutiny if it does not explain the factual basis

for those assertions. By contrast, a plan that maps

personnel, systems, reporting lines, restricted data,

conflicted tasks, subcontractor roles, certifications,

training, audit rights, and escalation procedures gives

the CO concrete facts to evaluate and gives the com-

pany a defensible framework if the award is

challenged.

E. Merger And Acquisition Activity And OCIs

Another consideration is whether the contractor is

involved in merger or acquisition activity. In that

context, not only the CO representing the buying

agency, but additional federal agencies may review

and approve the transaction.

This is a fact that the CO would need to know

because the CO would need to determine whether the

merger or acquisition raises an OCI concern, and, if

so, whether it can be mitigated.75 The FAR directs COs

to identify and evaluate potential OCIs as early as pos-

sible and to avoid, neutralize, or mitigate significant

conflicts.76
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Mergers and acquisitions can trigger additional

government review. Where government contracts are

involved, agencies may examine whether the transac-

tion creates new OCIs through the combination of af-

filiates, access to nonpublic information, or overlap-

ping advisory and performance roles. Agencies

charged with reviewing a merger or acquisition may

want to understand how any potential OCI is being ad-

dressed and whether the combination in the merger or

acquisition raises additional conflict concerns.77

F. Additional Considerations For Affiliate And

Parent Conflicts And Merchant Supplier

Firewalls

OCIs can arise in additional settings. Affiliate, par-

ent company, and merchant supplier scenarios arise

with enough frequency to warrant separate attention.

1. Affiliate and Parent Company Firewalls. Affiliate

and parent company conflicts are challenging because

they consider and expose what can be complex corpo-

rate relationship issues. A plan that simply asserts that

two entities are legally distinct or located in different

places or work under different management is unlikely

to be persuasive if personnel, systems, leadership,

incentives, or privileged information flow across those

entities in practice.

A well-designed affiliate and parent company fire-

wall plan typically must do more than describe legal

separateness. It should explain actual operating

separation: who reports to whom, which data reposito-

ries are segregated, how access is restricted, what ap-

provals are required, how shared functions are handled,

and what happens when personnel move between af-

filiated organizations. It should also address how

compliance is monitored and how exceptions are

escalated.

In the author’s experience, affiliate and parent

company conflicts can arise when one part of a com-

pany seeks to compete for a prime contract while an-

other part seeks a subcontract award from a competitor

pursuing the same prime contract. Similar issues can

arise during merger and acquisition activity when the

acquiring company and target are both pursuing the

same award, submitting separate proposals, or partici-

pating on competing teams.

This type of situation requires careful analysis.

Participation on competing teams may be pro-

competitive because it may create a stronger competi-

tive marketplace that gives the government meaning-

ful alternatives. At the same time, the potential for

inappropriate information flow exists, as does the ap-

pearance of conflict particularly if there is concern that

the corporate parent is favoring one team.

One lesson from affiliate and parent company con-

flicts is the value of showing strong corporate parent

support for the implementation of an effective firewall

or mitigation plan, including evidence that leadership

understands, supports, and will enforce the controls.

2. Merchant Supplier Firewalls. The term “merchant

supplier” is a supply chain term sometimes used to de-

scribe a manufacturer that sells finished goods rather

than one that sells raw material. For example, in the

defense industry, the term merchant supplier is used to

describe a supplier of solid rocket motors (SRMs) who

is independent of the prime contractors buying the

SRMs and incorporating them into the missiles that

are being manufactured by the prime contractor.78

Where a company supplies products or services to

multiple prime contractors competing for the same

procurement, conflict analysis and mitigation can

become unusually sensitive. Even when the supplier is

not competing as a prime, there may be concern that

the merchant supplier could favor one competitor dur-

ing the procurement or inadvertently disclose one

prime contractor’s nonpublic information to personnel

supporting another competing prime.

A merchant supplier firewall plan therefore should

demonstrate competitive neutrality. Relevant issues

include customer-by-customer information segrega-

tion, equal access to commercially available inputs,

controls on pricing and proposal support information,

limits on personnel crossover and reassignment, and

clear rules prohibiting the use of one competitor’s

procurement sensitive information to benefit another.

The strength of such a plan often depends on whether
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it can demonstrate not only confidentiality, but neutral-

ity across competing customers.

G. Best Practices

The objective of an OCI mitigation plan is not

merely to check a box so that a company can compete

for a government contract. The objective is to create a

plan tailored to the situation, capable of implementa-

tion, and sufficient to address the government’s

concern. An OCI mitigation plan is credible only if it

works in practice.

Several best practices emerge from experience:

E Start early. OCI analysis should begin at the start

of a contract pursuit, not during final proposal

preparation. OCI issues may be solicitation

requirements, may require an extensive and

potentially costly mitigation plan, and may sup-

port a no bid decision.

E Understand and map the entire enterprise. Ef-

fective OCI review requires visibility into affili-

ates, parents, subsidiaries, joint ventures, subcon-

tractor arrangements, supply chain relationships,

and recent or pending acquisitions.

E Draft the plan for the specific facts. The best mit-

igation plans respond to the actual conflict, not to

OCI categories in the abstract. A plan that

worked in a previous competition may not be suf-

ficient for the present procurement.

E Train personnel. A firewall that exists only in

legal files is unlikely to survive scrutiny. Train-

ing is important, and training records should be

maintained. Periodic retraining is a best practice.

E Preserve the record. Contemporaneous docu-

mentation can be important in a protest or agency

review. Keep the materials needed to show what

information was reviewed, who participated,

what restrictions were imposed, how personnel

were trained, and how the company confirmed

that the plan was followed.

H. Formal Corporate OCI Compliance

Programs

Companies that address OCI mitigation plans can

benefit from the creation of a formal corporate OCI

compliance program supported by policies, proce-

dures, guidance, and subject matter experts. This is

particularly useful if the nature of the company’s work

raises OCI scenarios on a regular basis or the compa-

ny’s organizational structure includes divisions and af-

filiates that may compete.

An OCI program supported by policies and proce-

dures should codify how the company reviews contract

opportunities for potential OCI scenarios, allocates re-

sponsibilities among corporate functions, develops and

implements mitigation plans, and conducts mitigation

plan reviews.

I. Reviewing Operating Mitigation Plans

The process of reviewing operating mitigation plans

deserves more attention. Every OCI mitigation plan

should address a process of regular reviews. Whether

called an audit, review, assessment, or monitoring, the

process should test whether controls are functioning as

designed. Reviews may include examination of access

logs, personnel assignments, recusal compliance, train-

ing completion, management certifications, and excep-

tion handling.

Interviews are a common tool of such reviews

because interviews allow employees who implement

the mitigation plan to share experiences, concerns, and

recommendations. The review’s objective is not simply

to prove that the company drafted an acceptable plan,

but to confirm that the plan remains aligned with real

operations, note concerns, and recommend

improvements.

Periodic review is especially important where orga-

nizations grow through acquisition, change reporting

structures, launch new business lines, or shift person-

nel among affiliated entities. OCI mitigation that was

sufficient at one point in time may not be sufficient if

the underlying business architecture changes.
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IV. Conclusion: Be Prepared To Go
Beyond The Firewall

OCI law has traveled from a relatively concise

regulatory framework in FAR Subpart 9.5 to a signifi-

cant body of protest decisions, DFARS provisions, and

congressional mandates that collectively require

contractors and agencies to engage in more disciplined

conflict analysis.

Also, mitigation strategies have traveled from

simple firewall creation to more complex mitigation

plans that incorporate firewalls as one tool among

several. It has moved beyond the firewall. One clear

trend emerges from that evolution: OCI mitigation

must be detailed, tailored, and capable of operating in

practice.

The traditional OCI categories—unequal access to

information, biased ground rules, and impaired objec-

tivity—remain useful guideposts. But the business set-

tings in which those categories arise have become

more complex. Large enterprises, affiliates, joint

ventures, subcontractor networks, merchant suppliers,

shared data systems, and acquisition-driven restructur-

ing can all create conflict scenarios that do not yield to

a generic mitigation response. Clearly in complex

scenarios, a firewall alone is not sufficient.

For that reason, the central lesson is that contractors

must move beyond the firewall as a conflict mitigation

tool. Firewalls remain important, particularly for un-

equal access to information concerns, but where the is-

sue involves influence over ground rules, evaluation of

one’s own work, affiliate incentives, or competing eco-

nomic interests, effective mitigation may require

organizational separation, recusal, independent review,

role restructuring, enhanced oversight, or, in some

cases, declining the work.

A credible OCI mitigation plan should not be treated

as a simple and reusable form. It should be a docu-

mented operating system that identifies the specific

conflict, explains why the selected controls fit that

conflict, assigns responsibility, trains personnel, re-

stricts access or participation where needed, preserves

the record, and provides a method to test whether the

controls are functioning.

This is why verification matters. A mitigation plan

that is not monitored, audited, updated, or enforced

may be vulnerable even if it appears adequate when

submitted. The strongest plans demonstrate not only

how information is protected, but also how judgment

is preserved, corporate influence is controlled, excep-

tions are escalated, and compliance is confirmed over

time.

Looking ahead, the Revolutionary FAR Overhaul

may relocate or streamline OCI coverage, but it is

unlikely to eliminate the need for early identification,

disclosure, mitigation, and record support. Agencies

and protest forums will continue to focus on whether

the CO reasonably examined the conflict and whether

the mitigation approach was sufficient for the facts.

Contractors should expect continued scrutiny of corpo-

rate affiliation, data access, advisory roles, and mul-

tiple relationships within the same procurement

ecosystem.

For lawyers, compliance professionals, and busi-

ness leaders, OCI compliance is best understood as an

enterprise governance function. The best positioned

contractors to manage OCI risk will be those that can

translate regulatory principles into credible operational

practices and plans that go beyond the firewall, address

the actual conflict, and prove that mitigation works in

practice.

V. Practical Guidelines For OCI
Compliance

The following Guidelines provide practical compli-

ance steps. They reflect the FAR and DFARS frame-

work, protest decisions, and experience with OCI mit-

igation plans, with emphasis on early identification,

tailored controls, operational execution, and

verification. They are not, however, a substitute for

professional representation in any specific situation.

1. Begin OCI analysis well before the bid decision.

Treat OCI review as part of capture strategy, teaming,

and bid/no-bid analysis. For example, a company

considering SETA, requirements development, evalua-

tion support, or incumbent follow-on work should

decide before proposal submission whether the op-

portunity creates a later participation restriction,
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requires a mitigation plan, or supports a no-bid

decision.

2. Map the full enterprise. Look beyond the bidding

entity to parents, subsidiaries, affiliates, joint ventures,

subcontractors, shared services, reporting relation-

ships, data systems, and recent or pending acquisitions.

For example, a proposal team should identify whether

an affiliate supports a competing team, whether a par-

ent company controls shared information systems, or

whether a subcontractor has access to another offeror’s

proprietary information.

3. Classify the conflict correctly. Determine whether

the issue is unequal access to information, biased

ground rules, impaired objectivity, or a combination of

those categories. For example, access to a competitor’s

pricing data points toward unequal access to informa-

tion; drafting a performance work statement points to-

ward biased ground rules; evaluating an affiliate’s

product points toward impaired objectivity. The miti-

gation tool should follow the actual risk.

4. Read the solicitation carefully. Identify all OCI

disclosure, certification, mitigation plan, and update

requirements early, and build the proposal record

around those requirements.

5. Base mitigation on facts, not assumptions. OCI

conclusions should be supported by hard facts about

work performed, information accessed, personnel

involved, affiliate relationships, and the actual flow of

data or influence.

6. Draft mitigation plans for the specific conflict.

Avoid generic firewall language. For example, a plan

addressing unequal access should define restricted in-

formation, identify restricted personnel, describe

system controls, and require certifications; a plan ad-

dressing impaired objectivity may need independent

review, recusal, task reassignment, or exclusion from

certain work.

7. Make the mitigation plan operational. A plan

should function as an operating control system, not

simply as a proposal attachment. Include training, ac-

cess controls, certifications, recusal procedures, man-

agement oversight, exception reporting, and conse-

quences for noncompliance. For example, the plan

should state who grants access to restricted reposito-

ries, who maintains access logs, who approves person-

nel transfers, and who reports exceptions to the CO.

8. Preserve the record. Assume the CO’s analysis

and the contractor’s submission may later be reviewed

by GAO or a court. Maintain contemporaneous docu-

mentation showing what was reviewed, what risks

were identified, why mitigation was adequate, and how

the plan was implemented. Examples include meeting

notes, access lists, training records, certifications,

subcontractor acknowledgments, audit reports, and

exception logs.

9. Account for perception as well as actual bias. OCI

rules protect procurement integrity and competitive

fairness. Contractors should evaluate how the role

combination may appear to the agency, competitors,

protest forums, and outside reviewers.

10. Pay special attention to affiliate and parent

company conflicts. Formal corporate separateness is

rarely enough by itself. Mitigation should address

actual operating separation, shared systems, shared

leadership, incentives, and personnel movement.

11. Maintain neutrality in merchant supplier

situations. Suppliers supporting multiple competitors

should demonstrate customer-by-customer informa-

tion segregation, equal treatment, pricing controls,

personnel restrictions, and procedures preventing one

customer’s information from benefiting another.

12. Review and audit mitigation performance.

Periodically test whether firewalls and other controls

are working through access log reviews, interviews,

training records, certifications, exception reports, and

management reviews. For example, a quarterly review

might compare access logs against approved personnel

lists, confirm that recused employees did not partici-

pate in restricted tasks, and document any corrective

actions.

13. Update mitigation when the business changes.

Reassess OCI controls when the company acquires

businesses, reorganizes, changes reporting chains,

shifts personnel, adds new programs, or pursues re-

lated follow-on work.
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14. Know when mitigation may not be enough. Some

conflicts cannot be cured by information controls

alone. For example, a contractor that helped define the

technical requirements may be unable to compete for

the resulting development work, and a contractor asked

to evaluate its own product may need role restructur-

ing, independent review, waiver consideration, or

exclusion from the work.

15. Treat OCI compliance as an enterprise gover-

nance function. Mature contractors should integrate

OCI review into ethics, legal, contracts, capture, busi-

ness development, information security, supply chain,

mergers and acquisitions, and enterprise risk processes.

16. Recognize that OCI mitigation goes beyond the

firewall. It requires a managed compliance system

involving and integrating leadership commitment,

documentation, training, implementation, flow-down,

and review.

17. Recognize the value of company OCI policies

and procedures. Corporate commitment to OCI com-

pliance should include policies, procedures, checklists,

responsible officials, training expectations, escalation

paths, and periodic reviews that help identify conflicts

and verify that mitigation works in practice.

Exhibit 1

Simple Firewall Plan Example

ORGANIZATIONAL CONFLICT OF INTEREST
(OCI) FIREWALL PLAN

Program Name: [Program Name]
Agency: [Agency Name]
Effective Date: [Date]
OCI Compliance Officer: [Compliance Officer

Name]
Firewall Administrator: [Insert Name/Title, often

Contracts]

1. Purpose & Scope

[Company name] “Company” intends to compete

for the [Program Name] “Program.” To do so, the

Company must address an Organizational Conflict of

Interest (OCI). [Describe OCI scenario, e.g., certain

employees worked on a different program that pro-

vided the employees with access to non-public

information.]

This Plan establishes a legally binding operational

firewall within the Company to isolate and protect non-

public, proprietary, or Source Selection Sensitive In-

formation (collectively, “Protected Information”) re-

lated to the Program.

The purpose of this Firewall Plan is to eliminate any

potential for an “Unequal Access to Information” OCI

under FAR Subpart 9.5.

2. Firewall Team Segregation (Separation of
Employees)

To prevent the flow of Protected Information, the

Company is divided into two distinct, non-

communicating teams regarding this effort:

E Firewalled Team (The “Access to Informa-

tion” Team): [Insert Name(s) of personnel who

had access to the information or government].

E Proposal Team (The “Clean” Team): [Insert

Name(s) of proposal writers, managers, and

capture staff].

3. Controls [How the Firewall Works]

A. Physical and Digital Data Isolation

E Digital Locks: All electronic files, databases,

shared drives, and emails related to the Protected

Information are restricted via user-access

permissions.

E No Cross-Server Sharing: Proposal Team

members are explicitly blocked from accessing

directories, SharePoint sites, or repositories ac-

cessed by the Firewalled Team.

E Physical Security: Firewalled Team members

will work in separate office locations or secure

designated areas. Physical documentation re-

garding the project must be kept in locked filing

cabinets.

B. Communication & Non-Disclosure
Agreements (NDAs)

E Mandatory NDAs: Every employee, whether

assigned to both the Firewalled Team or the Pro-

posal Team, must sign a project-specific OCI Ac-
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knowledgement and Confidentiality Agreement

(see Appendix A).

E Zero-Communication Rule: Firewalled Team

members are strictly prohibited from discussing,

transferring, hinting at, or otherwise communi-

cating any aspect of their work or Protected In-

formation to any member of the Proposal Team.

E No Dual Roles: No individual may serve on both

teams simultaneously, nor may any individual

move from the Firewalled Team to the Proposal

Team for the duration of this procurement.

C. Management and Supervisory Firewalls

E Independent Reporting Structures: Members

of the Firewalled Team and the Proposal Team

report to entirely different corporate vice

presidents.

E No Executive Crossover: The executive over-

seeing the Proposal Team’s bid strategy will

have no oversight, review authority, or access to

performance metrics regarding the Firewalled

Team’s current project.

4. Monitoring, Compliance, and Self-
Reporting

A. OCI Compliance Officer: [Insert Name/

Title, e.g., General Counsel] is appointed as

the OCI Compliance Officer. The OCI Com-

pliance Officer shall oversee the Company’s

compliance with the requirements of this

firewall plan.

B. Firewall Administrator: [Insert Name/Title,

e.g., Contracts Manager] is appointed as the

OCI Administrator. The Firewall Administra-

tor shall be responsible for the day-to-day

operation of this firewall plan.

C. Audits: The Compliance Officer will conduct,

or request that the Administrator conduct,

random, bi-weekly audits of data access logs

and employee logs to verify firewall integrity.

D. Breach Protocol: If any employee suspects a

firewall breach (accidental or otherwise), the

employee must report it to the Administrator

or Compliance Officer within 24 hours. If a

breach is suspected to have occurred, the

Company will immediately investigate and

determine whether a breach has occurred.

E. Notification: If a breach has been determined

to have occurred, the Company will notify the

government Contracting Officer (CO) with an

impact assessment including proposed reme-

dial effort.

5. Term and Termination

A. Term: This firewall plan shall begin on the Ef-

fective Date stated above.

B. Termination: This firewall plan shall remain

in effect until Company’s work on pursuit of

the program (1) is formally terminated by the

Company, or (2) the agency has made a final

award and any protest or any protest period is

over, or (3) the program is formally terminated

by the agency, and (4) the Company com-

municates this termination to the two teams.

Appendix A: Employee OCI
Acknowledgement & Confidentiality
Agreement

I, [Employee Name], acknowledge that I have been

assigned to the [Firewalled Team or Proposal Team]

for [Project Name].

1. I received a copy of the Organizational Conflict

of Interest (OCI) Firewall Plan for the [Program

Name].

2. I acknowledge that I have received training under

this Firewall Plan.

3. I understand that the Company is seeking a

contract award and to succeed this Firewall Plan

must be followed.

4. I understand that I am strictly prohibited from

discussing any proprietary, non-public, or sensi-

tive information regarding this project with

members of the [state Firewalled or Proposal]

team.
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5. I certify that I will not access, or attempt to ac-

cess, any electronic or physical files outside of

my authorized team scope.

6. I understand that violating this agreement may

result in corporate disciplinary action, up to

termination, and could disqualify the company

from federal contract awards.

Employee Signature: ––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––
Title: ––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––
Date: ––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––––

Exhibit 2

Example of Impaired Objectivity Restrictions

For an impaired objectivity OCI, the mitigation plan

must do more than isolate information. It should

remove or neutralize the contractor’s ability to evalu-

ate, recommend, approve, inspect, test, audit, score, or

otherwise influence decisions affecting its own work,

affiliates, teammates, products, systems, or financial

interests.

For example, the below are draft clauses that could

be used as appropriate in a mitigation plan addressing

impaired objectivity:

Impaired Objectivity Restriction. The Company

shall not assign any employee, consultant, subcontrac-

tor, affiliate, or team member to perform evaluation,

assessment, inspection, testing, validation, audit,

source-selection support, requirements development,

recommendation, approval, or oversight functions

where that person or entity would be reviewing or

influencing a government decision concerning:

1. the Company’s own products, services, systems,

proposals, or contract performance;

2. the work of any parent, subsidiary, affiliate, joint

venture member, subcontractor, or teaming part-

ner;

3. any vendor, supplier, or solution in which the

Company has a financial, contractual, or compet-

itive interest; or

4. any matter where the Company’s business inter-

ests could reasonably be perceived as impairing

independent judgment.

Recusal and Reassignment. Any individual who

has a personal, financial, contractual, organizational,

or prior-work connection to a matter under review shall

immediately disclose that connection to the OCI

Compliance Officer and shall be recused from the af-

fected task. The Company shall reassign the work to

personnel who are independent of the affected interest

and who have no role in developing, selling, manag-

ing, or benefiting from the product, service, contract,

or contractor being evaluated.

Independent Review Function. Where the Com-

pany is required to provide analysis, recommendations,

testing, validation, or advisory support that could af-

fect its own interests or those of an affiliate, teammate,

subcontractor, or competitor, the Company shall estab-

lish an independent review function approved by the

OCI Compliance Officer. The independent reviewer

shall have no reporting relationship to the affected

business unit and shall not be evaluated, compensated,

or managed based on the outcome of the matter being

reviewed.

Prohibited Recommendations. The Company shall

not make, draft, edit, approve, or materially influence

recommendations to the Government that would favor

the Company, an affiliate, teammate, subcontractor, or

proprietary solution unless the potential conflict has

been disclosed to the Contracting Officer and the

Government has approved a mitigation approach in

writing.

Disclosure to the Government. If the Company

identifies an actual, potential, or apparent impaired

objectivity OCI, the OCI Compliance Officer shall

promptly notify the Contracting Officer and provide a

proposed mitigation plan. The Company shall not

proceed with the affected work unless and until the

Contracting Officer authorizes performance, approves

the mitigation measures, or directs an alternative

course of action.

Certification. Before performing any evaluation,

advisory, inspection, testing, validation, audit, or rec-

ommendation function, assigned personnel shall cer-

tify that they have disclosed all relevant organizational,

financial, contractual, and personal interests and that
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they can perform the assigned work objectively and

independently.
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supplied critical components used by competing

missile manufacturers. The concern mirrored

OCI concepts involving access to competitively

sensitive information and the ability to disadvan-

tage competitors.

E L3 Technologies/Harris Corporation (2019)—

regulators reviewed how the merged company

would interact with competing contractors and

programs across multiple defense portfolios.

E Lockheed Martin/Aerojet Rocketdyne (2020–

2022)—FTC reviewed whether a merchant sup-

plier would work with multiple primes compet-

ing for the same award and whether the firewalls
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and other components of the mitigation plan

would be sufficient.

78This is the situation reviewed by the FTC in the
Northrop Grumman/Orbital ATK and the Lockheed

Martin/Aerojet Rocketdyne merger reviews mentioned

in endnote 77, above.
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